First-Time Login Procedure on XWin32

Configuring XWin32

The first time you log into X-Win32, you'll need to do a bit of profile setup; this is
a one-time thing, and once done you shouldn’t ever need to redo this process,
even if you log onto multiple machines.

Start X-Win32 (Start — Programs — X-Win32 5.4 — X-Win 32); the following dialog
box will appear:

¥ Connect Method X

Weloome to the #Wind2 zession wizard that will guide pou through the steps
to zetup wour first =W n32 sezzion,

To start pleaze select the method by which you want to connect with the
gerver, then click on "MHest",

— Conmect Method

< Back I MHeut » I Cancel

It doesn’t particularly matter which Connection Method is chosen; StarNetSSH
will come up by default and works for this exercise. Click Next; the following
dialog box will appear:

unicost x|

Please bype in the name of the Host system in the figld below
and click "Mext"

Huost ||

< Back | Mest » I Cancel Help
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In the text box for “Host”, type in the word “dummy” (or any other word that works
for you; again, actual text is immaterial). Click on Next; the following dialog box
appears:

Login ID / Password x|

Pleaze enter your Login Mame and Pazswaord For the zerver to
which you are tving to connect to in the fieldz below and then
click "Mest"

Login ||

Paszword I

< Back | Hext = I Cancel | Help |

Again, make something up for Login name and Password; click Next. The
following dialog box appears:

Host Command x|

Please select a UM command far the OS5 from the list or Enter
the LIMI% command to be executed in the field below and thern
click "Test"

Command Ia"usra"X'I 1RE/binsterm -z

Sund5 [Solanz)
HP-Ux =TERM
HP-Ux DTTERM
[ -

s =

¢ Back | et = I Cancel | Help |

The default choice of Linux is fine; click Next again. The following dialog box
appears:
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¥ Name of Session x|

MHame of Seszion

™ Launch this session nov

< Back I Finish I Cancel

Type in some text for the Name of Session. CAUTION: Do not click the check
box!

Click Finish. A blue X icon should appear in your system tray (bottom righthand
corner of the Windows screen). The next time you launch XWin32, the program
will not ask you again for these settings; at this point, you're ready to launch any
application that uses an X-server.

Launching a Session

The interface options for launching sessions are Secure Shell Client in SSH
Secure Shell or PuTTy. Either works fine; the next example shows the use of
SSH (text instructions for using PuTTy follow).

In the Secure Shell Client, the tunneling configuration must be set correctly —
often if you are having problems, it is likely to be an issue with your tunneling
configuration. To launch SSH, click on Start — Programs and select the SSH
Secure Shell program group. Click on the Secure Shell Client option. In the
menu bar, click on “Edit” and “Settings” to get the following dialog box:
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Click on “Edit” and
“Settings”

The Settings dialog box:

A - default - S5H Secure Shell !Hﬂ

File Edit Yiew Window Help
H/E2k 2 fh | EE B @R

Quick Connect || Profiles

53H Secure Zhell 3.2.9 (Build 283)
Copyright (c) Z000-2003 33H Communications Security Corp - http:/ www. ssh. com/

This copy of 55H Secure Shell iz a non-commercial wersion.
This wersion does not include PEI and PECI #11 functionality.

Mot connected - press Enter or Space ko connect S0x24 {%]

|

Settings n

—|- Connection
Elpher I.'ISt Configure protocol gettings for the connection. Mew settings will take effect
Authentication upan nest login,
Celors Specify * as the host name or the user name to be prompted for the:
Keyboard infarmation when the profile iz chogen for connecting.
Tunneling
=1 File: Trarsfer Hest name: |
Remate Favorites ) |
—I- Global Settings User name:
—I- Appearance Port number: |22
Fant
Colars Encryption algarithm: |<Default> j | J

Meszages . Default
. -
=I- Usger Authentication MAL algorithim: ELciatty

Keys LCompression: <Mone» -
Certificates
55H Accession Terminal answerback: w100 -
-1 PKCS #11
Configuration [~ Connect through firewall

—I- Server Authentication
Host Keyps
Ca Certificates
LD&P Servers

=1 File Transfer
Advanced j

™ Bequest tunnels only [disable terminal)

Cancel Help
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In the “Profile Settings” section of the left-hand pane, click on the “Tunnelling”
section to expose those settings options. Check to make sure that the checkbox
for TunnelX11 connections is checked :

Settings H
= Prafile Settings =il Tunneling

—|- Connection
Cipher List Configure secure outgoing tunnels that are initiated from the local computer
Authentication to the zerver. Communication will be secured between the local computer

Colors and the server, but insecure beyond the server.

Keyboard The settings will take effect upon next lagin,

Make sure the “Tunnel e e
X11 connections” =) Fie Transter Outgsing | incoring |

Remate Favorites

Checkbox |S Checked =I Glabal Settings MName Listen Port | Dest Host Dest Part | Allaw

—I- Appearance

Fant
Colars
Meszages

ser Authentication

Configurstion
—I- Server Authenticat .
Host Keys %11 tunneling
CA Certificates Enable secure tunneling for 11 graphic connections. An X server
LDAF Servers haz to be alzo running in passive mode on the local computer.
—I- File Tranzfer
Advanced ﬂ

E o | Capee] Wk

Click OK to close the settings dialog.

**|f you have any Profiles already set up in SSH, you will need to make sure that
the “Tunnel X11 connections” checkbox is CHECKED for any profiles you use
you want to use for X sessions. To expose these settings, click the Profiles
button on the toolbar, and select Edit Profiles. Select the relevant profile and
click the tunneling tab:

Profiles n
1 Quick Connect Connection | Cipherlist | Authentication | Keyboard |
=-E %uhle Colors Tunneling File Trarsfer | Favorte Folders |

def

Configure secure outgaing tunnels that are initiated from the local computer
ta the server. Communication will be secured between the local computer
and the server. but insecure beyond the server.

C heck th e bOX for The settings will take effect upon next lagin
“Tunnel Xll Outgoing ]Incoming
connections”

Add

%11 tunneling

Enable secure tunneling for %11 graphic connections. An X server
has to be also running in passive mode on the local computer,

™ Tunnel %11 connections

0k Cancel
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Click OK to close this dialog box.

**Make sure the blue “X” appears in the system tray (lower right-hand corner of
your screen)!! If you are not already running X-win, click on Start — All Programs
— XWin32 6.1 and click on “X Win 32”.

Now that SSH is properly configured, start an SSH session. Click Start — All
Programs and select the SSH Secure Shell program group; click on “Secure
Shell Client” (NOT the File Transfer Client). You'll see the following dialog box:

8 - default - SSH Secure Shell BEE
File Edt Wew Window Help
H &b = # ] E | s @7

£ cuick Connect Profiles

53H Zecure 5hel)/3.2.9 (Build 283) J
Copyright (c) ZOOO-2003 S5H Communications Security Corp - http: /. ssh, coms

Thiz copy of 35H Secure Shell iz a non-commercial wersion.
Thiz wersjbn does not include PEI and PECS #11 functionality.

“Profiles” button;
select defaultsftp

Mot connected - press Enter or Space ta connect: B0x24 z]

Click on the “Profiles” button in the toolbar, and select “defaultsftp” (this is the
default profile created, IF you do not already have existing SSH profiles). The
following login box appears:

Connect to Remote Host n

fox.mps.ohio-state.edu is the Unix

i m : fox. mps. ohio-state. ed
logon server; enter your Unix account ~ —-mm 8otHam= e Connect_ |
=& User Mame: |brad|eyt
hame - Cancel |
Part Humber: |22
Changing the Authentication Method Authentication Method: [Passmerd =]

textbox to “Password” is optional.

Click the “Connect” button.

If you receive the following Host Identification dialog box, all is well. It's basically
checking that you want to save the new host key — click the “Yes” button.
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Host |dentification E

__] ‘Wou are connecting to the host "fox mps.ohio-state. edu' for the first time.
w| The host haz provided you itz identification, a host public key.

The fingerprint of the host public key is:
"wilid-zineh-zogyb-k etep-kukoc-zitay-veter-byzak -ganuk -nabat-husys"

You can zave the host key to the local database by clicking Yes.
You can continue without aving the hiozt key by clicking Mo,
“'ou can also cancel the connection by clicking Cancel.

Do you want bo zave the new hozt key to the local databaze?

Mo | Cancel | Help |

After correctly entering your password, your session will be started and you'll
wind up back at the session dialog:

A fox.mps.ohio-state.edu - default - SSH Secure Shell

File Edit Yiew ‘Window Help
H &k f 2 #h ) & R @R

& Quick Connect (] Profiles

35H Secure Shell 3.2.9 (Build 283) J
Copyright (c) Z000-2003 S5H Communications Security Corp - http: /v, ssh. com/

This copy of 33H Zecure Shell is a non-commercial wersion.
This version does not include PEI and PECS #11 functionalitsy.

R e e e

Welcome to fox.mps.ohio-state.edu

Fox is an HP Proliant DL140 with 2 HyperThreaded
Intel Z.4GHz Xeon processors (4 wirtual procs)
and 4G5 of FAM running FedHat Enterprize 4.

If you hawve any gquestions or concerhs please
email actionfups.ohio-state.edu.
FEE AT AT T TR TR T T L TN AT A F T F TR TR LTS AL LT L TH LRSS

[bradleytffox ~1% I

[ |

Connected ko fox.mps,ohio-state, edu S5HZ - aes128-che - hmac-mds - none | 80x24 ;Z]

At the prompt, type xterm -- an additional window for the xterm session will open
up (check the taskbar — sometimes the xterm window comes up behind other
active application windows):
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xterm !E E

[bradleyti@fox ~1%

Once you have an xterm connection, you can launch anything you need from
there.

Using PuTTy to Launch an xterm session

PuTTy is another way to establish an xterm session. Click on Start — Al
Programs, and select the XWin32 6.1 program group. Click on “PuTTy”, and the
PUuTTY configuration dialog box opens:

2% PuTTY Configuration
Categony:
=1 Session B azic options for pour PUTTY session
Logging )
T | S pecify your connection by host name or [P address
= Teminal
Host Mame [or [P address) Fart
Feyboard
Bel | |22
Features Pratocal
= window " Raw " Telnet " Rlogin 55H
Appearance )
Behaviour Load, save or delete a stored session
Translation Saved Sessions
Selection |
EDIO_“'S Drefault Settings Load
=I- Connection =
Proxy Save
Telnet
i =
- §5H
Auth
flLrees Close window on exit:
Bugs O Ahways  © Mever ™ Only on clean exit
About Help LCancel

In the “Host Name” text box, enter fox.mps.ohio-state.edu
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Click the entry in the left-hand pane for “Tunnels” (in the Connection-SSH
section).

Check the box for “Enable X11 forwarding” — this has to be checked for an xterm
to start.

Click on the “Open” button; you’ll be asked to enter your username and
password.

Once you're authenticated and you get a prompt, type xterm to start the session.
Again, the additional window for the xterm session will come up.



